With the public key being the parameter users are mostly addressed by on blockchain network, an intruder can connect transactional patterns to the public key and make a probable revelation of the identity of the user. Due to the diversity in approaches in achieving privacy, integrating the principle of transparency in any blockchain -edge computing platform will present some structural security challenges. Thus, an attempt should be made to achieve confidentiality whilst not eliminating a key principle of blockchain -transparency. Based on elliptic curve cryptosystem (ECC), we present a privacy-aware scheme that preserves the privacy details of the user in a blockchain-edge computing environment based on a combination of randomly generated public keys and digital signatures. The resilience and practicality of our scheme were tested on AVISPA and NS2 respectively. The results indicated our scheme was robust against attacks, efficient and low on computation resources of edge devices.
infrastructure providers, service providers, service providers as well as users [1] . Security in any network infrastructure should therefore not be compromised no matter the number of elements involved in service delivery. Privacy relative to users' credentials as well as information exchanged over an edge network has, therefore, come to the fore since costumers want the assurance from service providers that their sensitive information stored or processed on remote servers will not be accessed and manipulated by any malicious intruder.
Most privacy schemes are designed with the aim of protecting data against external adversaries. Nonetheless, the scope of attacks can emanate from internal adversaries who are already authorized and authenticated to perform certain functions within the network setup. Authorized users may either be honest but curious, malicious themselves or could lose their device due to theft or loss. Authorized devices can also be hacked into by sophisticated intruders. This places these internal intruders in a position to access all the exchanged information that traverses the edge network. Thus, an internal adversary with enough access rights can alter information flow and even inject false information into the network [5] . With context and location awareness enabled within the edge computing paradigms, the credentials of a user can be extracted from data exchanged with other elements in the network in the absence of an efficient security mechanism [6] . This is because location information of users can be easily perceived as users are likely to access the services of a particular service provider or edge server over a period. Once both external and internal adversaries gain access to the sensitive information traversing any edge data center, the associated dangers cannot be quantified. For example, in cyber-physical systems such as an electric power generation and delivery setup, smart meters which store privacy information of users and their respective households are deployed in the homes. In the hands of an attacker, these sensitive details of various households can be retrieved from the smart meters leading to privacy leakage [1] . Hence it is very important to protect a given user's identity information, policy components (rules) during any form of integration of blockchain into edge computing as well as transactions exchanged between nodes on the platform [7] .
The major contribution of the paper are listed below: 1. We discuss the limitation of using only encryption as a means of achieving privacy in a blockchain -edge computing environment since this approach is not comprehensive enough. 2. We then proceed to introduce PES which is based on randomly generated public keys based on the elliptic curve cryptosystem to achieve user untraceability and anonymity as well as a digital signature which is computed based on messaged content. 3. Since encryption does not make transmitted messages tamperproof, we integrated indexing of every transaction into our schemes to ensure the messages that are either captured, replayed or tampered with by an adversary are identified. Previous transactions exchanged between were hashed and the output used as indexes. The remainder of the paper is organized as follows: Section II presents the current trends of achieving privacy in a blockchain -edge computing environment while discussing the limitations. Our proposed scheme PES is itroduced in Section III with cryptanalysis on the scheme in Section IV. AVISPA is used to perform further tests on our scheme in Section V with practical simulations of the scheme using NS2 in Section VI. A comparison of the performance of our scheme with an earlier proposed scheme is done in Section VII with the conclusion in Section VIII.
II. PRIVACY IN BLOCKCHAIN-EDGE COMPUTING
The principles of blockchain technology have been introduced into the realm of computing to enhance the many shortfalls identified in cloud computing and other related fields such as IoT. Bitcoin, a cryptocurrency system, which was built on the principles of blockchain has been used to provide security and privacy in peer-to-peer networks with topologies similar to IoT [8] . The decentralized approach of blockchain eliminates the many bottlenecks and points of failures in centralized networks. With the elimination of the point of failure comes the decrease in latency in a typical client-server network. Furthermore, decentralized networks scale better than the one with central control.
Inherently, blockchain is designed to protect the identities of users in the networks. Users within a blockchain whether it is private or public are addressable on the network by their public keys. In some deployment of blockchain, the public key which is used to address the users is hashed to conceal it from any malicious outsider [9] . This definitely may go a long way to achieve user anonymity within the network. However, the principle of transparency in the blockchain introduces some complexity and complication with the integration of this technology in edge computing. All transactions on a blockchain are transpired in the open. Nodes take delivery of a transaction, validate the transaction and then forward the transaction to all its neighboring nodes. Thus, after a period every node will have access to the content of the transaction. Every blockchain has rules governing its operation since nodes in the blockchain do not necessarily have to trust each other. The rules for every blockchain are embedded into the blockchain application which the nodes sign onto. Nodes validate each transaction by confirming that each node complies with all the rules specified before forwarding them on to the neighboring nodes. Maintaining privacy relative to sensitive information kept between two parties become complicated once all the nodes in the network have access to validate the transaction. To resolve this challenge, sensitive portions of transactions can, therefore, be encrypted with the public key of the intended recipient by the sender of the transaction. The receiver then can decrypt the received transaction using its secret key. This will prevent malicious intruders from having access to this sensitive user information. However, the reality still exists that honest but curious users (nodes) who are already authorized to be part of the network can make inferences by tracking the activities of a user's public key. A connection can be made by tracking payments and IP addresses leading to the identity of the user being revealed [10] , [11] . Therefore, the highest level of privacy must be guaranteed not only against external attackers but internal adversaries who may want to leverage on the access rights within the network to gain access to sensitive information traversing the network.
Not much work has been done to enhance privacy in any of the edge paradigm environment integrated with blockchain. To the best of our knowledge, this will be the first paper to deal with privacy in a blockchain-edge computing environment without compromising transparency. The focus of our paper is to design a scheme that focuses on privacy in layers above the core of the network infrastructure within a blockchain integrated edge computing environment. Our scheme seeks to ensure that the privacy of a user i.e. his credentials and information exchanged with users are secured within a blockchain -edge platform while not compromising on fundamental principles underpinning blockchain.
A. LIMITATION OF CURRENT TREND IN BLOCKCHAIN-EDGE COMPUTING ENVIRONMENT
Various forms of encryption techniques have been employed in an attempt to maintain the confidentiality of transactions exchanged between elements in a blockchain -edge computing environment. Over the years, efforts have been made to improve encryption schemes to make them more robust and comprehensive to withstand any attack from external adversaries. Identity-based encryption (IBE) [12] , Attribute-based encryption (ABE) [13] , Proxy re-encryption (PRE) [14] and variants of Homomorphic encryptions are the main encryption mechanisms that have been enhanced in recent times to achieve data confidentiality.
The deployment IBE variants allow any pair of users to communicate and verify each other's signatures without the exchange or pre-distribution of a set of pairwise keys. Users generate known unique identifiers or arbitrary string that exclusively identifies them. Users on the network become addressable on the network through these generated known identifiers. With the known identifiers playing the role of public keys within IBE framework, the private keys of respective users are computed and generated using a trusted third party or IBE server such as a Private Key Generator. Despite the aim of using IBE to address the computation-intensive limitations of public-key cryptography in resource-constrained devices, the approach has been challenged by two main drawbacks. The involvement of a trusted third party or IBE server introduces an element of centralization in the setup. Issues of a single point of failure, as well as scalability, will arise in such environments. In order to keep the privacy of the private keys generated by the trusted third parties or the IBE server, a secure channel is required between the user and the trusted third party or the IBE server. However, in real-time networks, it is difficult to establish a completely secured network between the two entities.
Taking encryption a step further from IBE, ABE schemes which are based on the concept of public key cryptography encrypts information based on either a set of attributes (e.g. roles, location, etc.), subsets of attributes or policies defined based on a set of attributes. Users with the corresponding matching attributes issued by a trusted third party are the only ones who can then decrypt the ciphertext. Threshold-based strategies on attributes are supported in ABE schemes. What this means is decryption operation can be executed only when the matching elements between the attributes of users and ciphertexts reach the threshold value. Various variants of ABE schemes have been proposed in recent times. These include Key Policy attribute based encryption (KP-ABE), Ciphertext policy attribute based encryption (CP-ABE), Hierarchical attribute-based encryption (HABE), Multi-level attribute-based encryption (MABE) and Attribute-based Encryption scheme with Non-Monotonic Access Structures [1] - [15] . The limitations of each variant scheme of ABE have been extensively discussed by Lakshmi et al. [15] . Aside the presence of a trusted third party, all the variants of ABE schemes have fundamental limitations that affect the core of the security and access control services intended to be provided.
PRE schemes are cryptosystems that allow a third party designated as a semi-trusted proxy to alter a ciphertext that has been encrypted by data owner so that it can be decrypted by the intended recipient or user. The semi-trusted proxy alters the already encrypted data of the owner through the use of a re-encryption key. There are two major limitations of PRE schemes namely [16] : Firstly, the semi-trusted proxy can divert the ciphertext of the data owner and reverse the process the ciphertext based on computational properties of discrete logarithm without getting permission from either the data owner and the intended recipient. Again, the semitrusted proxy together with the data owner can collude to know the private key of the intended recipient. This will make it possible for the proxy to decrypt the re-encrypted ciphertext to gain access to the original message. In recent times, schemes have been proposed to solve the identified limitations of conventional PRE [17] . However, most of these schemes dealt with the bidirectional challenge of PRE. Not much work has been done to improve the limitation posed by the possibility of collusion between the data owner and the semi-trusted proxy to unveil the secret key of another user.
Homomorphic encryption is an encryption mechanism that allows for computation to be performed on ciphertext as if it was a plaintext with the use of a decryption key [18] . The computations can be done without any compromise on the encrypted data. Among all the encryption techniques, homomorphic encryption is known to be the best among all the schemes in achieving transactional privacy in the desired environment [9] , [19] . Nonetheless, this scheme among other schemes has its limitations. For a comprehensive deployment within an environment such as ours, further developments in the encryption scheme have to be undertaken to make them suitable for deployment in our desired environment. With homomorphic encryption, once a user sends encrypted information into the data center, it cannot be either indexed or searched [20] . However, these are some of the operations users will perform on data sets.
Most importantly, the underlying crypto-strength of homomorphic encryption has in recent analysis been questioned. Like many other schemes, this scheme is seen to leak private information of its users [21] . Thus, encryption is not sufficient to achieve privacy in a blockchain-edge computing network. This attempt to secure user privacy and anonymity must be complemented by additional mechanisms to make any network security as robust as possible. Nonetheless, these complementary schemes should take into consideration the computational and limitations of the devices at the edge of the network.
III. OUR PROPOSED SCHEME
With the integration of blockchain into edge computing paradigms, both privacy preservation is achieved through the use of encryption schemes and addressing users through their respective public keys. However, both means have been seen to have limitations and not sustainable enough, thus, posing a significant threat to the privacy of users. Our scheme focused on eliminating the challenge related to the public keys whilst complementing the encryption mechanism to enhance user privacy, anonymity and untraceability.
Based on elliptic curve cryptosystem (ECC), we present a privacy-aware scheme that preserves the privacy details of the user in a blockchain-edge computing environment based on the random generation of public keys and digital signatures. ECC provides the smallest key size per equivalent strength of any traditional public-key cryptosystem [22] . The use of lightweight ECC in a flexible decentralized blockchainedge computing environment, presents an opportunity for public keys and signatures to be generated by both resourceconstrained and computationally powerful nodes without the involvement of any centralized entity with a knock-on effect on data confidentiality, authentication and integrity. Public keys and digital signatures can therefore be efficiently generated within the desired environment with less computational resource and time.
To protect the anonymity of users and achieve untraceability, new public keys will be generated randomly for every transaction exchanged between users based on Public Key Random Generation (PKRG). PKRG is a simple generation mechanism involving the secret key and random nonces. Public keys are expired once the expiration time, λ elapses. PKRG will be called whenever a transaction has to be initiated. The algorithm goes on to generate a new public key if λ elapses. Digital Signature Generation (DSG) is called once PKRG has returned a value (i.e. a valid public key). The values used in the indexation of transactions are generated as part of the DSG process. Since encryption keeps intruders from accessing the contents of the transaction and not necessarily manipulating them, every transaction is indexed by the hashed output transaction to be exchanged as well as the previous transaction between the two users. This is to enable the parties involved to know when a particular message is captured, altered or even replayed by an adversary.
A. AUTHENTICATION IN PES
Though authentication is not the primary goal of our scheme, any efficient privacy enhancement scheme will have a ripple effect on authentication. Authentication in most conventional edge computing environments is based on three factors namely: password, smartcard and biometric characteristics [23] . Two-factor authentication scheme which employs password and smartcard as deployed in [24] allows for exploitation by an intruder due to identified drawbacks [1] , [23] . In three-factor authentication scheme, a third security feature of biometric details is added to make scheme more robust.
PES requires a user to first authenticate himself on his mobile device through a 3-factor authentication method using his secret key, password and biometric input (e.g. fingerprint). Mutual authentication between users in a blockchainedge computing environment departs from the conventional centralized methods of authentication in centralized networks involving a certification authority or trusted third party [2] , [25] . Nodes are required to register their identity with the blockchain using their key-pair. The registered identity is a composition of hashes of several identity related attributed [26] . In our case, the registered identity is made up of the public keys, chosen identities, and digital signatures.
Characteristic of any blockchain platform, users are not required to trust each other. However, enhancing authentication definitely enforces trust in any system [27] . Based on the information earlier registered on the blockchain system, nodes authenticate or validate each other. This process does not involve only the sender and the intended recipient but every other node on the network who act as sponsors of the registered information. The use of indexes provides an additional authentication feature. In addition to stamping every transaction with hash output of the transaction, the hash output previous transaction exchanged between the sender and receiver is also referenced as part of the index. Hence, the intended recipient gets to verify the validity of the user by confirming the public key, digital signature as well as the chosen ID. The index allows nodes to know of any tampering, replay and deletion of received transaction from the legitimate sender.
The transaction exchanged between the users will have four sections namely:
• Sender: This will be the public key of the sender of the transaction • Recipient: This section will contain the public key of the recipient
The message could be a token, request, etc. Together with the generated signature and the identity of the sender, the message will be encrypted with the public key of the intended recipient. Thus, message, m in a scenario U i sends a transaction or request to U j will be configured as
: This is for the sequencing of the messages.
B. ASSUMPTIONS
PES scheme runs on the following assumptions: 1. Every node on the network is enabled as a PES client which operates on principles of blockchain and edge computing. 2. Since blockchain does not support any form of centralization, no trusted third party or certificate authority was involved in the issuance of the private and public keys. 3. As in a blockchain network, all users (nodes) on the network keep a distributed ledger that contains all the identities and corresponding public keys of all other users on the networks. 4. Based on the public parameters, user U i computes its secret key S i . 5. Neither internal nor external adversaries have access to any user's credentials such as secret key S i , and password PW i which are securely saved in the memory of the mobile device.
Let G 1 and G 2 be a cyclic additive group and multiplicative group respectively both of a large prime order p. We declare e as an admissible pairing function e : G 1 × G 1 → G 2 as a map with the following properties [28]: 1. Bilinearity: e (xP, yQ ) = e(P, Q) xy for all P, Q ∈ G 1 for all x, y, z ∈ Z p . 2. Non-degeneracy: There exists P ∈ G 1 such that e(P, P) = 1. 3. Computability: There is an algorithm to compute e (P, Q) for any P, Q ∈ G 1 . Once a node is enabled as a client, it receives all public parameters needed in the computation of its secret key, generation of its random public keys, etc. These parameters are computed based on the elliptic curve cryptosystem (ECC). The parameters include {H 1 , H 2 , H 3 , H 4 , P, Z p , e, G, p}.
C. DESCRIPTION OF PES
The PES algorithm is made up of two phases namely Digital Signature Generation (DSG) and Public Key Random Generation (PKRG). The generation of the digital signature and public keys were computed based on the elliptic curve cryptosystem.
Let P = x p , y p be a point on the elliptic curve E : y 2 = x 3 + ax + b over a prime finite field F p defined by a and b where a, b, x p , y p ∈ F p . Assume Pis the generator of additive cyclic group, G of prime order p and every point generated on E. If p is an odd prime comprising of a set of integers {1, 2, . . . , p − 1}, then the following statements are valid [29] , [30] :
1) If p>3 then a and b satisfy the equation 4a 3 +27b 2 ≡ 0 (mod p) and every generated point by P on E shall satisfy the equation y 2 =x 3 +ax+b except when P = 0. PKRG has three functionality blocks namely Initiate, Generate and Validate. Initiate: The Initiate is initialized whenever a transaction file has to be composed. Initiate takes as input secret key S i , password PW i and biometric input f i ). Once the given credentials are correct, Initiate verifies the validity of the current public key P i to be used in the yet to be composed transaction. Initiate does this by checking if the predefined public key expiration time, λ has elapsed. Thus,
Generate: The Public Key Random Generation algorithm
Generate is only initialized when the public key expiration time, λ has elapsed and P i is invalid.
Validate:
The principal idea of the scheme is to have randomly generated public keys. Thus, no two consecutive public keys should be the same. Validate takes as input the expired public key, P i and compares it to the newly generated P * i returned by Validate. If they are the same,Validate returns invalid and takes the process back to Initiate, else valid. Thus, Validate (P i ) → Valid/Invalid.
Given the secret key of U i with identity ID i as S i , U i selects a random nonce x, y, z ∈ Z p and computes the initial public key, P i :
Together with the chosen identity ID i , U i shares the initially generated public key P i with all other nodes on the network. Upon broadcasting his public key, the user will be addressable on the network by the other users through the public key. The chosen identity will be used by users to confirm the identity of the user upon receiving a new public key from U i likewise other users. Initiate: Every generated public key has an expiration period denoted as λ. Whenever U i wants to initiate any request or transaction with any user, Initiate: will be initialized to verify the validity of P i . Given λ = 0, the PKRG algorithm operates as follows: 1. Given a security parameter t ∈ Z p , G is triggered on an input of t to generate G 1 and G 2 of the order p, a generator P in G 1 and an admissible pairing function e. 2. U i then randomly selects a nonce {x, y, z} ∈ Z p 3. (G, p, x) are then forwarded to the next phase. Generate: Given λ has expired rendering P i invalid, 1. Compute P * i = (S i ) x G mod p Validate: Given the expired public key, P i and generated public key P * i , 1. Confirm if P i = P * i is true or not. If true, accept P * i else go to Initiate.
E. DIGITAL SIGNATURE GENERATION (DSG)
In this section, we propose our signature generation algorithm based on the elliptic curve cryptosystem. We adopted the dynamic generation of signature which largely depends on the content of the message to be transmitted. Thus, no two signatures are the same making the digital signatures different in every transaction transmitted. DSG algorithm runs in three stages namely Setup, Generate and Validate.The Setup and Generate occur on the issuing device whilst Validate occurs on the device of the intended recipient.
Setup The Setup phase of the DSG algorithm is initiated on any of the two conditions: 1. When the Initiate process in PKRG returns valid for a public key P i . 2. When Validate returns a new and Validated public key P * i . Given any of the above conditions are met in the presence of the key pair {S i , P i } 1. U i selects any nonce {x, y, z} ∈ Z p and forwards to the next phase.
Generate: Given the user identity ID i , private key S i , public key P i , and message m. Given P i , Sig i and I t are valid 1. U i selects random nonce x, y, z ∈ Z p , retrieves the public key of the intended recipient P j and computes:
T together with D are then transmitted to U j . 2. Once U j receives the message he decrypts it using his secret key, S j , retrieves the user identity U i , verifies the signature Sig i and updates the old public key with the new one if a newly generated key is found in the transaction different from he has in his distributed ledger. 3. After U j has accessed the information in the transaction, an acknowledgment has to be sent to the U i .U i does not send any other message to U j relative to this transaction until an acknowledgment has been received. 4. The acknowledgment message takes the same form as the transaction. The content of the message will be to acknowledge the receipt of the message referencing the index I t of the earlier received transaction from U i . U j first calls PKRG to initiate the various phases of the algorithm: Initiate, Generate and Validate and subsequently calls DSG to generate a signature as well as compute I t for the acknowledgement through Setup, Generate and Validate. 5. Once the PKRG has either returned P * j or maintained P j , and DSG has Validated Sig j , U j selects random nonce x, y, z ∈ Z p , and retrieves his earlier computed signature Sig j and public key of the intended recipient P i and computes:
Elliptic Curve Cryptosystem supports reverse mode operation. The private key of any user can be used to Validate any public key generated by the user. When U j receives a transaction with the message encrypted with a decayed or expired public key P j , since the secret key S j is integral in the generation of all the public keys, it can be used to decrypt the message. 
IV. CRYPTANALYSIS OF PRIVACY ENHANCEMENT SCHEME
Our scheme was designed to maximize the protection of the credentials of users while ensuring there are little or no traces and patterns for any adversary to connect leading to the identity of the user being revealed. We provide cryptanalysis of our scheme to prove that our scheme is robust enough to provide the services as desired.
A. THREAT MODEL
The viability of our scheme can only be accessed based on a threat model consistent with reality [31] . In our threat model we consider adversary A as an attacker or intruder that initiates attacks on our network in order to impersonate an honest user as seen in any edge computing environment [1] . Usually, attackers are between the senders and the intended recipients observing traffic and intermittently initiating attacks over the traffic on either a secure or insecure network [3] . However, to demonstrate the efficiency and robustness of our scheme to withstand any form of attack, a polynomial time adversary A controls all messages transmitted over the network and can therefore delete, tamper, re-route or replay captured messages and has knowledge of parameters declared public on the network. It is assumed the channel between two nodes is VOLUME 8, 2020 unsecure and unreliable. All encrypted messages labeled secret cannot be readily decrypted by A in polynomial time but is allowed to capture any information leakage. Private keys and nonces have high entropy and cannot be guessed by adversary A in polynomial time. Once a node is compromised, and A manages to access the secret key and password of the user, he cannot initiate any attack or transaction in the absence of the user's biometric input.
B. USER ANONYMITY AND UNTRACEABILITY
In our scheme, we minimized the use of the chosen identity ID i of user U i in the network. Until U j can decrypt
will not have access to ID i and Sig U i . The random generation of the P i as well as the use of random nonces x, y, z ∈ Z p in the exchange of each transaction, ensured that every transmitted transaction between two users is fresh. Thus, no two sessions between two entities are the same. This makes it difficult for adversary A to connect patterns and traces to reveal the true identity of any user. Our proposed scheme provides user untraceability while ensuring the anonymity of users as well.
C. INTEGRITY OF TRANSACTION
As stated earlier, encryption alone does not guarantee that captured messages will not be tampered with. Encrypted messages can be captured, re-routed or even replayed at a convenient time to the adversary. To deal with this limitation, we indexed every transaction with I t . The previous hashed indexes were referenced in every subsequent transaction to enable parties involved to realize whenever a transaction has been captured, replayed, etc. The inclusion of the signature provided another level of integrity to the transaction exchanged between the two parties. Therefore our scheme ensured that the integrity of every transaction is not compromised.
D. MUTUAL AUTHENTICATION
Privacy cannot be achieved without ensuring users are sharing their sensitive information with the right people. Mutual authentication between users was dependent on four factors: identity, signature, public key and index. A malicious user will find it nearly impossible to subvert all the factors. Our scheme provides two levels of authentication for every user to Validate the sender of a transaction. A sender of any message has to encrypt it with the public key of the intended recipient as in
The recipient rejects the transaction if he is unable to decrypt the transaction with his private key. Since it is easy for any internal adversary to access any public key, the second level of authentication has to deal with the validation of the sender's identity ID j and digital signature Sig j as well as the referencing of the previous hashed transaction index I t . If any of these elements is invalid, the transaction is rejected. Our scheme provides a comprehensive authentication to protect users against both internal and external attackers.
E. USER IMPERSONATION ATTACKS
Our scheme makes it difficult for A to impersonate any of the users. S i and PW i of U i are securely stored in the memory of the device and cannot be retrieved even in the case of theft. Furthermore, Initate takes as input (S i , PW i ) to either maintain the existing public key P i if it is still valid or transition into the Generate if P i is invalid. Hence, A can not initiate the PKRG without the U i s credentials.
F. INSIDER ATTACKS
One major aim of our scheme was to make it difficult for an authorized user to be able to connect transaction patterns leading to the revelation of the identity of any user. No user on the network will be able to know the identity connected to a public key since the identity is encrypted in the message,
Only U j will be able to know the identity linked with a generated public key once he successfully decrypts the message. Thus, honest but curious insiders will see different random public keys for an unknown identity, therefore, making it difficult for a successful trace.
V. SECURITY ANALYSIS USING AVISPA SPAN
The robustness of our scheme against any probable attack was simulated using the Automated Validation of Internet Security Protocols and Applications (AVISPA). The AVISPA platform provides applications for verifying and analyzing security protocol to ascertain whether the security protocol is safe for deployment in the real world. AVISPA supports the programming language High Level Protocol Specification Language (HLPSL). AVISPA translates protocols written in HLPSL to Intermediate Format (IF) using a hlpsl2if translator to make the protocol accessible to the backends of the applications [32] . IF through the backends then generate an output format (OF) comprising of the various parts tion of four backends of AVISPA is extensively discussed in [34] , [35] . We modeled our simulation using Dolev -Yao (dy) channel with the intruder denoted i to test the vulnerability of the proposed scheme relative to the activities of the intruder. Under this model, i has full control over the network with full access to messages exchanged between U i and U j . Intruder i can intercept, analyze, modify, compose any message and subsequently forward to any user as far as he knows the required keys [32] . The aims of the simulation: As stated, two basic roles were involved in the verification of the scheme's robustness against attacks and manipulation. These are user_1 played by Ui and user_2 played by Uj. In addition to the basic roles, we declared three other roles as required in HLPSL namely session, goal and environment. The basic user roles were defined as seen in Fig. 2 and Fig. 3 . As shown in Fig. 2 , Ui generated a new random number Na and computed the values of a new public key Pi, index It, F, D and the digital signature Sigi. With all these parameters successfully computed, Ui then composed the transaction, T and forwarded it to U j using the Snd command. In the declaration of roleuser_1, we specified the intruder i should not have access to the identity IDi and signature Sigi through the expression secret( Sigi , IDi , sec1, {Ui, Uj}) since these cryptographic primitives are encrypted with Pj. Our scheme is flawed if this requirement is breached. Uj authenticated the validity of Ui once he received T based on the expression witness(Ui, Uj, uj_ui_t, T ).
Likewise, Ui authenticated the validity of Uj upon receiving Ack through the expression (request(Ui, ui_uj_ack, Ack ). The declaration of user_2 played by Uj is done in a similar fashion as seen in Fig. 2 . However, Uj transitioned from his initial State 1 to 3 when he received T transmitted by U i .
The role environment instantiated all the global constants. The intruder i is declared as an additional legitimate user with parameters assigned to it as the knowledge i has. In this case, all hash functions, public keys, and his private key k i formed the knowledge of the intruder. We declared the goals of the simulation within this role. The proposed scheme had two authentication goals and four secrecy goals as seen in figure 6 . Secrecy_of sec1 indicated that only U i should have access to S i . Authentication_onuj_ui_ack means that U j has computed Ack for U i . U i then checked the validity of U j based on Ack.
B. DISCUSSION OF SIMULATION RESULTS
Our proposed scheme was simulated under the OFMC and CL-AtSe backends of AVISPA. The discussions of the results are done vis-à-vis the goals of the simulation as earlier listed.
• Dolev-Yao model check: The backends check the possibility of the intruder i to initiate a man-in-the-middle attack. The results from both backends indicate that the proposed scheme is robust against this attack and is therefore safe.
• Replay attack check: The intruder i is offered details of sessions between U i and U j while these parties exchange transactions. Results shown in figures 6 and 7 indicate that, despite all the information i has, our scheme is once again robust when it comes to replay attacks. • Executability check: This test checks to see if all the declared goals as stated in the simulation in role environment were achieved. Once the output from both backends did not indicate i had access to any of the parameter declared secret thereby making our scheme unsafe, then our scheme passed this test.
VI. PRACTICAL SIMULATION AND DISCUSSION OF SIMULATION RESULTS
In this section, we discuss the practical simulation of our scheme in an NS2 2.35 environment. NS2 is an opensource widely accepted network simulator that can be used to simulate the practicality of network types, protocols, and various traffic models. In our simulations, the parameters used are listed in the table We limited the simulation of our scheme to the transmission of a transaction by one user as well as the sending of the acknowledgment of receipt by the recipient. All the length of the hash outputs were assumed to be 160 bits, random nonces were assumed to be 128 bits while the I t was assumed to be 32 bits. Users were required to broadcast their initial public keys to all nodes in the network. After that, the randomly generated public keys were exchanged between only two users at a time. In each scenario, we have two messages been transmitted M 1 = T from U i to U j and M 2 = Ack from U j to U i . Thus both transmitted messages M 1 and M 2 were assumed to be 480 bits long.
The simulation focused on three key parameters throughput (bps), load (bps) and energy consumption (mW). These were the main parameters analyzed considering the resource limitations of our nodes. The analysis was done based on the calculation involving Total Packets Sent (S p ), Total Packets Received (R p ), Bit Size of Packet (P s ), Simulation Time (T s ), initial energy (E i ) and remaining energy (E r ).
A. LOAD ANALYSIS
We calculated the average load on the nodes as they executed the scheme. The load was calculated as
The values of the load are 42.11 bps and 53.09 bps for scenarios 1 and 2 respectively. It was observed that in both scenarios, the load was relatively high when nodes initially broadcasted packets (public keys) to all nodes. However, load on the nodes was low while transactions were exchanged between just two users. An increase in the nodes in scenario 2 saw a slight increase in the average load in the network largely due to the earlier broadcast packets.
B. THROUGHPUT ANALYSIS
Throughput can be defined as the number of transmitted bit per unit time. Throughput was calculated as Throughput(bps) = R p × P s T s The average throughput values in the simulation are 49.91 bps and 62.36 bps for scenarios 1 and 2 respectively. Similarly, the throughput increases with an increase in the number of nodes since the exchanged transactions increase with an increase in number nodes.
C. ENERGY CONSUMPTION ANALYSIS
It was important to analyze how much energy nodes consume while running our proposed scheme. This parameter was calculated using the formula Energy Consumption (mW ) = E i − E r T s The average energy consumed by all the nodes is 9.43 mW and 16.29 mW respectively for scenarios 1 and 2. The summary of all the simulation results is displayed in figure 8 .
VII. PERFORMANCE ANALYSIS
In this section, we evaluate the performance of our scheme and compare the evaluation to two similar protocols proposed by Reddy et al [33] and Shivanna et al [36] . Alavapati et al. proposed an enhanced two-factor authentication scheme based on ECC. To achieve privacy preservation, Shivanna et al. also proposed privacy enhancement scheme based on double encryption of user data. The evaluation was done primarily based on the security parameters, computational cost, and communication overhead. Despite the difference in deployed environments and the number of agents involved in the protocol execution, the aim of both protocols is similar with much focus on mutual authentication, user anonymity, and untraceability. Nonetheless, our proposed scheme has additional security features that tend to make ours more comprehensive and robust. Our proposed scheme, however, went a step further to put mechanisms in place to ensure any form of manipulation of transmitted transactions is easily detected. Table 5 , we provide a summary of the computational cost involved in the execution of the three protocols among their agents. The comparison was done based on the method used in [33] . cost was different as shown in the table. However, our scheme showed its efficiency on cost on common metrics such as T h and T mul . The provision of encryption and decryption within our scheme and the computation of the random public keys accounted for the other metrics in our scheme. Overall, our scheme requires lesser computations in providing more security services compared to the scheme proposed in [33] .
VIII. CONCLUSION
Privacy issues in edge computing has come to the fore due to the involvement of third parties service delivery agents in the environment. Despite the improvements anticipated to be witnessed due to the integration of blockchain principles in the various paradigms of edge computing, the principle of transparency in blockchain also presents issues relative to user untraceability and anonymity. In our scheme, we discussed the limitation of using only encryption as a means of enhancing privacy. We proceeded to introduce our scheme which is based on the random generation public keys and digital signature generation based on the content of the message to be transmitted. We demonstrated that our scheme is efficient to achieve user anonymity and untraceability while not compromising the integrity of the transactions traversing the network. We tested our scheme on AVISPA, with the results clearly showing that our scheme is safe and robust to withstand any form of replay and man-in-middle attacks. Practical simulations undertaken in NS2 also showed our scheme is efficient and low on resources. A performance analysis was done compared with a scheme proposed by Alavalapati et al. [33] and Shivanna et al. [36] . The comparative analysis shows our scheme has a very low computational cost than the proposed schemes in [33] , [36] .
